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Create protection plan X
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New protection plan (1)
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Details

« X|Z& H& Al oAuth-based authentication on Azure.

» Azure-specific permissions, applications, users and roles are configured
automatically upon user consent (authenticate only once).

« AE2|X| EtY: Storage v2 + Premium Block Blobs.
» Access tiers: Hot + Cool only.

Scenarios

» Backup and restore Windows/Linux and/or VMs data to/from Microsoft
Azure storage, including Disk/volume (Physical + Virtual), Files/folders

» Recover to bare metal via bootable media by registering it on the
management server for remote management.

Licensing
« Advanced Backup license
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http://www.anti-malware-test.com/backup_restore_systems_self_protection_test_2017
https://www.av-test.org/fileadmin/images/news/20170403-backup_software/PDF/201704-avtest-data-protection-and-backup-software-test-report.pdf
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© suspicious activity is detected Dct 01,2021, 09:28 A
On machine 'WIN2K22D(C03', injection process within program 'C:AWindows\System32inotepad.exe' madified file
'CA\KnowBed\RsSimulator\TestFolder\Tests\16-Tests\DAT1 pdf'. The process has been stopped, and the file
changes have been reverted

Device WIN2K22DC03

C:AWindows\System32\notepad exe

Parent process certificate is not valid

Suspicious data has been written to several files
Action Revert using cache

C:AKnowBe4\RsSimulator\TestFolder\Tests\16-Tests\DAT1.pdf

CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\DAT1 pptx
CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\im11.png

C:\KnowBe4\RsSimulator\TestFolder\Tests\16-Tests\DAT1.docx
CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\im12 png

CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\pict10 jpg

CAKnowBe4\RsSimulator\TestFolder\Tests\16-Tests\pict11_jpg

CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\pict12 jpg

CAKnowBe#\RsSimulator\TestFolder\Tests\16-Tests\DAT 1 xlsx

CAKnowBed\RsSimulator\TestFolder\Tests\16-Tests\DAT3 docx
and 13 other files

Support Clear

Ol A glo] Eajrele YA UX|
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Antivirus & Antimalware protection [ o)
Seif-protection on, Reaktime protection on

o W21 o 28X ZX| <
Advanced Antmalware

ALK 7|8 ZHK]| x
b

Network folder protection On
Server-side protection on
Self-protection On
= =2 oO|ls al 3 Cryptomining process detection on
- O B X fletAl 2 A5 7|8 X |
Quarantine Remove quarantined files after 30 days
= Behavior engine Quarantine
o OFALL]| 74 ™ 7|H}t X 3
e o= E = -I o | = |(Advanced Securlty) Exploit prevention & Notify and stop the process
o Real-time protecion Quarantine
- dX|E 7H

Quick scan:
—
M, Sunday to Saturday

Malware is detected and blocked (RTP)

Real-time anti-malware protection has detected and blodt " ** "%

« QIE{Hl (O] POttt Ao0|E 22 AX e
Plan name Protection plan.
File name tmp0000004b
File path C\Windows\Te

0|8 =3 4EQtEXJHMOR ZA| ROPY 4 9l WY ofo] £2 52
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raoN
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LS,

nalicious process is detected

Anti-Malware Protection has detected the malicious process '973548515.axp’

Device WIN2K22DC03

Plan name Protect Server 3

File name 973548515.axp

File path CAKnowBed\RSSimulator\TestFolder\Tests\19

MD5 e9eldbfa3580acedbes8hfaed 138986

SHA1 87elef3e2eeabbdfdaZe’1d00ee608abdb030ef9
g'\zb67'\B1f74c383cd8065172f15b1'\4aecc9fﬁ60&b6743b83221fT\SOdbe‘l

Threat name Ransom.Collab A

Action Moved to quarantine

Support

Oct 01, 2021, 09:28 AV
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Extended Detection and Response (XDR)

Value for partners
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EEII—IO E0|- E."__ 2020 =|0-|| AlEII-E:I

« Virus Bulletin®l Al Endpoint Anti-Malware 2FM2 2 59l Viru

o o BULLETIN t()?r\é(:llr\“?n:;ccgéiha\ @Iabs
VB100 215, 100% SRS, 2020 6% SLE| £ M7HX|(270Y

Products were allowed to download updates during the course of the test. The ver ANTI MALWARE
refer to those at the start of the test

0'" al-—i. Ii'_-l) 97c;'E X-HE Acronis Cyber Protect ENDPOINT PRODUCT | FOR BUSINESS

« AV-Comparatives= Acronis Cyber Protect Windows overdon | 12523140 C e‘zii{,icd
WildList detection 100.0% ince “.’ ;, 7
£ 20204 783} 128, 20211 6t 1080 SeIE yj= T T Sy

L-l A H (P_}'QE, 2021 L'|j 11 % 0'" ATP Ente e rise o|_ %_ i et e ICSA Labs False Positive Testing

“Collection 2020" Test Set
M I-I oII 2 |_| |:|-

Acronis True Image 2021 o T o 0 False Positives
Windows 7 version Build 30480
A= Lg E-| L __I.I.A EﬂAH |. |(-?-.I
L] —
ICSA @52x= 20209 78 20232 SR E2 D) 7 [~ R ————
O I WildList detection 99.99
False positive rate 0.000%
° Diversity Test rate 100.00%

CERTIFIED

ATP Enterprise

APPROVED
Business Security
A DEC 2020
In their final analysis of Acronis True Image 2021, AV-TEST noted that “These results

would definitely be enough to get certified and reach a high score in the official AV-
TEST certification test.”
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VB100, ICSA Labs, AV-Comparatives 72 &5

D S O = o DS [®] M

100 | = | 400 | e 100 100 i | 400
VIRUS (’c-fti[iud VIRUS e c-m[ud APPROVED VIRUS Centified CERTIFIED VIRUS cm[ ud VIRUS csrmneo

Since July 202( Since July 202( Since July 202(

2022

R
2022'd 128 20234 2% 2023'd 58 22023“

20214 118 2022'4 18 2022'4 48 20224 58 2022'd 78 2022'd 8 2022'd 9& 2022'd 108 2022'd 118

APPROVED APPROVED APPROVED
@Iabs CORPORATE @Iabs CORPORATE CORPORATE
a ENDPOINT s e ENDPOINT ENDPOINT

mnuumar

100 100 g T
NOPORT PROCUGT | FOR BUSMESS 4 ENDPONT PROCUCT | FOR BUSINESS
& MACOS aratives

VIRUS Centified VIRUS Centified APROUED

Busin

& PROTECTION

&
£
< MACOS

& PROTECTION
100 4
& MACOS.
VIRUS
-virushtn.com
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Add machines X
ZoIM §
E A I—I- ® Discovery method Select discovery method

AMS-125252

Search Active Directory

(-]

[e) Scan local network
. HEQT 7|5 HA
Specify manually or import from file
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HO|E| B S Hot el

= 2GH X X Application B = HFO|2{A BHAL 4+ O] K] = I§X| 2te|
» X3l =7 (Disaster Recovery) = DLP (Data Loss Prevention) = OZHAL RpAR ZH2]
= EDR (Endpoint Detection and = AAES 8 MY
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Backup and Disaster Recovery

Cybersecurity

SR E o 68 Ul B B & @

Remote Patch Trad. Backup Backup Archive Disaster Data visibility Data Loss Incident Ransomware  Vulnerability — Detection & Endpoint Malware Messaging

Monitoring Management as aservice asaservice Recovery Prevention investigation protection assessment response protection Resistance Security
Access (RMM) as a service

servicenow. #» paloalto’
COMMVAULT &)

AC ronls Source: Gartner, IDC, McKinsey Cyber Market Map © Acronis 2023 #CyberFit ) 30
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Acronis Cyber Protect Cloud 7+ 2 &

Acronis-hosted

Hvbrid SP-hosted
y (on-premise 7+ 2 )

»
-l
— y »
A A - o
Acronis Cloud 2E2|X|7} Z&HEl XtH| Cloud 2 E2|X|0f] MH[Z HESEH =28
B17| Saas £FM CH3t &8
« Acronis ItELH7} 2 F5= - MHAXNSEH7t 2E5H=
* No Cloud Infra
Cloud 2E2|X| & Cloud 2 E 2| X|
«  Acronis Cyber Cloud &= e N o
o= 7| AlE «  Acronis Cyber Cloud ZE&2 e MHA MZAK A BAEISH=
-t T AEZXE X RE 7|5 Acronis Cyber Cloud A2 &
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Acronis
Cyber Foundation
Program

Share the success of
your growing
business by helping
others

'#53: CSR in a Box
training kit
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